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Mesabi Group research focuses on IT information management with a concentration on
storage and storage-management related issues from the data center and beyond.

The Mesabi Group recognizes three trends expanding the scope of storage suppliers
within organizations:

1. The move toward information management (IM) (not just storage and storage man-
agement),

2 The move toward including all of the enterprise from the data center to the edge
of the network — not just central data centers — as worthy of being managed effec-
tively,

3. The move towards giving every size organization from enterprises to small, me-
dium size businesses (SMBs) the necessary IT capabilities that they need to run effec-
tively.

Within that context of IM centered on storage and storage management, the Mesabi
Group focuses on two “revolutions” that dramatically change the ability of storage and
information managers to zero in on key information in near-real-time.

e The separation of storage (e.g., via storage area networks) as an equal partner
with processing and networking in delivering business value

e Information Lifecycle Management (ILM), the proactive, global management of
data from creation to destruction
The Mesabi Group focuses on how these revolutions enable the storage infrastructure to
serve as a vital component of the IT infrastructure not only to support essential business
functions, but also — despite the critics — as an enabler in competitive advantage.

Central to both revolutions is data protection within a comprehensive governance, risk
management, and government/regulatory compliance (GRC) perspective. An in breadth
perspective of data protection must include existing and emerging technologies for data
protection as well as enabling technologies.

The Mesabi Group translates storage technologies into business value; for example,
showing how data protection technologies can help business management with the fun-
damental business functions of governance, risk management, and compliance.

Mesabi Group is managed by David G. Hill.
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Executive Summary

Key Report Findings

1. Enterprises must understand that data protection does more than
help to ensure business continuity. Failure to meet both compli-
ance and governance requirements for data protection can create
an unacceptable exposure for an enterprise.

The traditional purpose of data protection has always been to help
ensure business continuity, i.e., to inhibit or correct major disrup-
tions to business processes, within the overall corporate risk man-
agement responsibility. While risk management continues to be
critically important, corporate governance and corporate compliance
are elbowing their way onto center stage to form the governance,
risk management, and compliance (GRC) triad. Compliance has at-
tracted noticeable attention because of its role in various regulatory
requirements, such as Sarbanes-Oxley (which is not industry spe-
cific) and HIPAA (which is). Governance is just starting to attract
attention with the tipping point being the changes to the Federal
Rules of Civil Procedure (FRCP) for civil litigation.

Although all GRC responsibilities rely on the four basic data protec-
tion objectives (preservation, confidentiality, availability, and re-
sponsiveness), enterprises must understand that each responsibility
requires different answers to the same objective, with the result that
the same technology solutions do not necessarily apply to each.
Moreover, compliance and governance require businesses to meet a
new secondary objective — data auditability. Data auditability re-
quires putting new processes in place. That forces a new — and not
necessarily welcome — realization to IT that someone will now —
more nearly actually than figuratively — be looking over their
shoulder. Finally, data governance as a subset of IT governance and
corporate governance requires full content knowledge — not just
file and database metadata knowledge. One of the key implications
of the data knowledge objective is that business users, as the owners
who control access to the content, have to become more fully in-
volved and committed to meeting governance goals. In essence, IT
and business users have to learn to run effectively in a three-legged
race, which may not be easy on either party.

Failure to completely and accurate carryout all data protection du-
ties now carries a high price; exposing businesses not only to costly
disruption of business process, but also to possible legal conse-
quences, such as sanctions and fines.

2. Enterprises must find a way to deal with the growing complexi-
ties in understanding and enabling data protection. Failure to do
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SO can expose an enterprise to an unacceptable level of both
business and legal risk.

IT organizations face three sources of complexity when organizing
the planning and decision-making process for data protection. The
first is the existing data protection infrastructure, which is typically
under increasing stress because of continued data growth, height-
ened demands for better service (such 24x7 availability), and a lack
of commensurate growth in resources. The second is fully under-
standing the implications and impacts of both compliance and gov-
ernance that add an additional burden to IT in trying to meet the
demands of data protection. The third is dealing with the sheer
number of current and emerging technology choices available for
data protection.

This report presents a number of concepts and first principles as
well as some straightforward frameworks to help IT organizations
organize their approach to these three complexities. The PRO-Tech
model builds upon the concepts and first principles discussed in the
report and provides a starting point for an enterprise to evaluate and
examine its data protection strategy in greater depth.

3. Enterprises may be over-investing in some areas of data protec-
tion, while exposing their IT assets to unacceptable risk by un-
der-investing in other areas of data protection.

For example, an enterprise may not understand the importance of
logical data protection. An Ontrack study showed that nearly 40% of
the causes of data loss or downtime are logical, not physical, prob-
lems. Yet enterprises may not have in place a high availability (de-
fined as seconds or minutes of annual downtime) logical recovery
approach for critical applications. (The tendency is to think in terms
of physical solutions, such as mirroring, which are not the answer to
logical data protection problems.)

The report shows enterprises how to think about where they need
data protection, as well the degrees of data protection that are re-
quired to meet those needs. They can then better determine whether
or not they are over-investing or under-investing to be able to meet
particular data protection needs. The old bromide “one size does not
fit all” applies to how enterprises fulfill their data protection re-
quirements, but not for the basic principles of data protection.

Some large enterprises can afford to have a triad of data centers to
ensure a high level of availability in the case of a disaster, whereas
other enterprises simply use tape vaulting for disaster recovery, trad-
ing lengthy application restores for lower cost. However, all enter-
prises have to take into account both the need for disaster recovery
to a remote site and operational recovery for problems that can be
corrected at a local site.
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Likewise, all enterprises need to take into account physical prob-
lems, such as disk failures, and logical problems, such as database
corruption or a computer virus, for both disaster and operational
recovery situations. The choice of individual data protection tech-
nologies is up to the enterprise — but overall data protection should
fit within a common framework and model that applies to all enter-
prises.

4. Enterprises want “high availability” as part of data protection,
yet virtually all use a “low availability” tape solution as part of
their data protection strategy. For true data protection, enter-
prises should use multiple levels of availability in their overall
strategies.

In an effort to ensure high availability for critical applications, many
enterprises invest in additional, expensive disk storage arrays for an
increased degree of physical availability. At the same time, they in-
vest in tape automation solutions that add more levels of data protec-
tion, but that only deliver low availability (defined as hours or days
to restore a particular pool of data).

In fact, enterprises can segment applications into ones that require
high availability and ones that can function with low availability.
Those applications, with their accompanying data that can get by
with a tape automation solution alone, allow users to avoid the extra
investment costs for additional disk storage. Note also that the most
critical applications are (and should be) protected by both additional
disk arrays and additional tape automation.

Thus, enterprises want and need multiple degrees of data protection.
RAID on a production data array provides one degree of physical
protection (as the failure of one disk drive can be tolerated without
loss of data). A remote mirror can provide a second degree of protec-
tion. Where information cannot be lost, a tape solution provides a
minimum of one (and generally more, through multiple-generation
tape copies) additional degree of protection. Disk does not provide
logical data protection; tape does (since the tape is outside the I/O
“write” stream that can make logical changes to data). Point-in-time
copy capability and its derivatives can provide logical data protec-
tion on disk, but require understanding, planning, and investment
that many IT organizations have yet to make.

5. IT organizations are going to have to implement active archiving
more aggressively. Fixed content stored in active archives has
different data protection and data retention requirements than
active, frequently-changed data. By implementing Information
Lifecycle Management (ILM) and coordinating it with a data
protection strategy, enterprises can improve the cost-
effectiveness, availability and performance of their storage.

As information in the form of files or records ages, it tends to be-
come fixed data that is unchanging data. That age varies from the
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time of creation (e.g., a check entered into the system) to a later time
(e.g., closing a transaction in an online transaction processing sys-
tem). When fixed content data is “distilled” from its active change-
able counterparts in an application to an “active archive,” the impli-
cations for data protection policies and management are significant.

The traditional backup process is not necessary for fixed content
data. A piece of fixed content needs to be replicated after it is cap-
tured in an active archive, but no traditional backup process is nec-
essary. Copying the data to a full backup on a regular basis is an
unnecessary use of resources since the correct number of data pro-
tection copies is already available.

The second major change is the ability to put in place strong data
retention policies mandated by governance and compliance require-
ments. Although data retention policies can be applied to a pool of
storage where active changeable data is commingled with fixed con-
tent data, data retention management is most effective with a fixed
content pool of storage. That is because data retention applies only
to fixed content data. An open transaction cannot be disposed of and
cannot be considered (at that stage of its lifecycle) to be compliant
data, since all compliant data has to be unchangeable.

The migration of data to an active archive will eventually have a
significant impact on the active changeable side of the house as
well. There will be less data to back up (and restore if necessary), so
the burden on the overloaded backup/restore process will be re-
duced. If critical applications need to be remotely mirrored, the disk
space for the remote mirror will be reduced. The upper boundary for
fixed content could be as high as 80% or more, but even a move-
ment of 20 to 30% of data could very well have a significant payoff.

6. Focusing on high availability and neglecting the other key ob-
jectives of data protection is dangerous.

Too often high availability and data protection are considered syn-
onymous. Data availability is only one of four key objectives for
data protection — data preservation, data responsiveness, and data
confidentiality are the others. An overemphasis on high availability
could lead to underweighting the other objectives. If the necessary
amount of data preservation is not in place, high availability of an
application will not matter. If the correct controls for data confiden-
tiality are not in place, serious consequences could result. If data
responsiveness is not in place, data will not be usable. A sense that
all the objectives have to be balanced properly is necessary.
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Preface

It is well-known that data protection is a business necessity — yet
few agree on exactly what data protection is. And failure to appreci-
ate the full dimensions of the data protection challenge can lead to
poor data protection management and costly resource allocation is-
sues. The following example shows some of the difficulties that can
arise when enterprises do not have a clear data protection strategy.

Business Continuity and the Backup/Restore Proc-
ess — Never the Twain Shall Meet?

When asked what words most readily come to mind for “data protec-
tion,” the terms ‘“backup/restore” and “business continuity” are
likely to top the list. Enterprises clearly understand that all three
relate to risk management and that risk management is an essential
business task. Very few enterprises, however, understand that im-
proving backup/restore may not improve business continuity. In fact,
failure to understand the relationship between the ongoing down-in-
the-details task of backup/restore and the global strategy of business
continuity may result in unnecessary exposure to risk, under- or
over-spending on data protection funding, and wasting of scarce IT
administrator resources.

While governance and compliance will also be covered later in the
report, let’s start with business continuity, the traditional rationale
for data protection. Business continuity attempts to prevent any ma-
jor disruptions to business processes. Thus, business recovery is
clearly different from disaster recovery — a concept with which it is
often confused. Disaster recovery focuses on minimizing the effects
of disaster, while business continuity focuses both on avoiding un-
planned outages (due to either a disaster or an operational problem)
in the first place and on minimizing the effects of unplanned out-
ages. Specifically, business continuity emphasizes high availability
— defined as restoration of access to applications within seconds or
minutes — and resiliency — the ability of applications to continue
running despite outages in systems, storage, or underlying software
as far as possible. Where high availability and resiliency are not pos-
sible, business continuity and disaster recovery share the goal of
emphasizing restoration of operational processes as soon as feasible
to prevent further loss to the organization.

Now let’s consider backup/restore. While backup is performed rou-
tinely, restore is only performed when systems are down as a result
of an unplanned outage. Inevitably, the focus of backup/restore, like
disaster recovery but unlike business continuity, is to minimize the
effects of unplanned outages.
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Now consider the practical effects of an over-focus on
backup/restore rather than business continuity. Any low-to-high
availability continuum clearly shows that the backup/restore process
with tape is low availability (where low-availability is defined as
restoration of data access to applications within hours or days),
while technologies such as remote mirroring are high availability.
The continued high investment in a low availability backup/restore
process in conjunction with tape automation solutions is clearly in-
consistent with the desire to move to the higher availability side of
the continuum. Moreover, hours of downtime while a restore is tak-
ing place can cost customers and threaten the existence of a com-
pany. Take, for example, a recent outage of a European discount
retailer: had it run longer than two hours, it could have resulted in
the loss of millions of euros—a “business-critical situation” (Pro-
gress Fathom: Business Continuity Down to the Details, June 2005,
www.valleyviewventures.com). Yet IT organizations are not likely
to replace their current backup/restore processes anytime soon.

The way to avoid the costs and risks of an over-focus on
backup/restore is to better understand an enterprise’s overall re-
quirements for data protection. Even though a rip and replace strat-
egy is typically unthinkable, enterprises need to be aware how much
and where to place their bets on the data protection roulette wheel
today — and those bets will definitely change tomorrow.

The Sea Change in Data Protection

In the last several years, the technology landscape of data protection
has fundamentally changed — a true “sea change.” Disk-based
backup, compliance/governance technologies, and information life-
cycle management (ILM) are examples of the technologies that are
affecting where data protection bets should be placed and how much
should be bet. The net result is a sea change, a marked transforma-
tion.

These new technologies typically reflect new business processes as
well. Disk-based backup reflects an increasing appreciation of the
importance of a business continuity process. Compliance technolo-
gies reflect the increased importance of meeting regulatory require-
ments such as Sarbanes-Oxley. Governance technologies reflect the
increased importance of effectively meeting the changes to the Fed-
eral Rules of Civil Procedure. ILM technologies reflect a new proc-
ess that enables finer-grained, more cost-efficient control over an
enterprise’s data.

The sea change results in a number of questions for which IT or-
ganizations must have answers — about their current data protection
infrastructure, and about the direction in which that infrastructure
needs to evolve. Among these questions are:
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1. How do governance and compliance fit with risk manage-
ment in presenting a broader picture of data protection than
IT typically considers?

2. What is the right target and what are the right objectives for
a comprehensive data protection strategy?

3. How are data protection infrastructure holes identified and
—if any exist — how are they filled?

4. How are low availability and high availability data protec-
tion technologies layered within an overall data protection
framework to give sufficient degrees of data protection?

5. How will ILM lead to changes in data protection technolo-
gies and strategies?

6. How do all the existing and emerging technologies of the
data protection puzzle fit together to help build a roadmap
for evolving the data protection infrastructure?

What This Report Is — and Is Not — About

The purpose of this report is to serve as a guide for IT organizations
so they are able to more clearly answer these and related questions.
This report re-examines the basic principles of data protection in
light of all the new demands that are being placed upon the IT infra-
structure, and it also looks at how both maturing and emerging data
protection hardware and software technologies affect those changes.
The framework and model that arises from these basic principles
helps put data protection in context to the overall IT infrastructure
and helps IT organizations clarify the choices and options that are
available to them for data protection.

However, this report is not a buyer’s guide — that would require a
never-ending encyclopedia! Although representative companies that
offer data protection technologies are listed, the suitability — i.e.,
applying the criteria of scalability, interoperability, resource use,
cost, maturity, vendor acceptability, etc. — of each of their products
separately and in concert is dependent on the situation and therefore
is unique to each reader. What the report does do is to identify and
examine the key decisions that should be made and strategies that
should be implemented before evaluation of products and services
can begin.

Moreover, the report is not a deep dive into the various data protec-
tion technologies. It examines current and emerging technologies in
relation to an overall framework or approach to data protection.
Readers can then better understand how to fit technology options
into their overall data protection schema.

Where possible, we conform to the terminology used and directions
charted by the Storage Networking Industry Association’s Data Pro-
tection Initiative (SNIA DPI), so that users do not have to learn new
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concepts. Mesabi Group is also working as a member of the SNIA
DPI to move the concepts, principles, and technologies of data pro-
tection forward. However, since SNIA’s work and perspectives on
data protection are still evolving there are situations in which this
report diverges from SNIA’s previous efforts.

This report is not the final word on data protection, but rather in-
tends to arm readers with information that enables them to act more
effectively to achieve data protection.

Here is a brief exercise for the reader: before reading further, pre-
pare answers to the following short list of questions:

e What is your view of data protection?
® What are you doing now for data protection?

e What are the issues you currently face regarding data protec-
tion?

e  What actions, if any, are you planning to improve your data pro-
tection processes and infrastructure?

After reading the report, answer the questions again, and compare
your answers to the questions before and after. This report will
make what is potentially unclear about data protection now, as you
start to read the report, obvious after you have finished it.
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Chapter One:

The Time Has Come for Change

Studies reveal that data protection — in one form or another — is at
the top or near the top of any list of issues facing the management of
storage. In the short term, this importance is due to immediate con-
cerns such as “how do I meet regulatory requirements right now.” In
the long term, data protection aims to protect the information with-
out which the business cannot function, and which is now a primary
source of many enterprises’ competitive advantage. Data protection
is therefore a cornerstone of any organization’s management of risk,
and risk management is now recognized as one of the fundamental
tasks of any enterprise.

Today, data protection is associated primarily with a wide spectrum
of IT and business issues:

Backup and restore
Disaster recovery
Business continuity
High availability

Data asset preservation
Compliance
Governance

Data privacy

Data security

Yet today’s IT organizations still tend to focus simply on improving
backup/restore processes.

What Data Protection Is

Data protection is the mitigation of the risk of loss of or damage to
an enterprise’s data on either a temporary or permanent basis.

Data protection is insurance. Therefore, the aim of data protection is
not to maximize profits or revenues, or minimize costs, but to mini-
mize worst-case losses. Like regular insurance, data protection in-
surance is a necessary cost of the prudent business, and balances the
costs of unplanned outages against the costs of the insurance policy.
A side-effect of data protection may be more cost-effective use of
information assets; but users should not require profits from their
data protection solutions, any more than from their life insurance
policies on key executives.
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Unlike the traditional insurance markets, the data protection market
offers no “third-party” insurers (with the possible exception of
Lloyd’s of London). Enterprises are “self-insured” today, and should
expect to be self-insured tomorrow. Insurance “premiums” are paid
internally, in the form of additional hardware, software, and people.
One principle remains the same, however — when you pay for data
protection insurance, you want to minimize its cost and maximize its
value.

“One principle remains the same, however —when you pay
for data protection insurance, you want to minimize its cost
and maximize its value.”

As we have noted above, data protection seeks to ensure not only the
availability of data, but also its confidentiality, privacy, and avail-
ability to regulators. This is still insurance — the legal costs of fail-
ure to protect confidentiality and privacy, or to fail to supply appro-
priate information to regulators are high, as are the competitive dis-
advantages of leaking proprietary information. For example, the at-
tention that is now being turned to “business compliance” has at its
heart appropriate protection of data such as e-mails.

Data Protection Has To Be Placed in the Right
Framework

IT organizations are actively examining how to improve the data
protection function, as shown by an increased interest in disk-based
data protection strategies and a number of new replication technolo-
gies. Trying to sort through the myriad of choices can be difficult.

The key to choosing any of these strategies and technologies is un-
derstanding the overall context, the overall “data protection infra-
structure portfolio,” into which individual data protection technolo-
gies should fit. Otherwise, what appear to be individually sound de-
cisions may not lead to offering the necessary levels of data protec-
tion. Among the problems that can occur are:

= Failure to protect data adequately

= Making the wrong allocation decision (spending too much on
areas that do not really require a level of protection and too little
on areas that require greater protection)

=  Straining the IT administrative resources assigned to data pro-
tection even further and with less results than necessary

Without the right framework, enterprises cannot know where to
place their longer-term data protection technology investment bets or
how much they should place on each bet. And that means that any
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framework has to take into account the changing world of data pro-
tection technology.

Ride the Sea Change in Data Protection

Change that affects the requirements for data protection is coming
from several directions. One of the directions is extending and im-
proving what is already being done. An example of this is disk-to-
disk backup.

A second direction is change in the basic way that the movement and
storage of information is carried out in an organization. For example,
ILM is not only about moving information from one tier of storage
to another, but also about managing stored information differently
— and a major effect of the difference in information management is
in better data protection. Moreover, ILM leads to an overall change
in the mix of data protection technologies (e.g., data replication vs.
data backup) that are used within an enterprise.

A third direction of change comes about from changing business
requirements. A key illustration is a new emphasis on IT business-
governance/compliance policies, which require organizations to un-
derstand and implement new policies, practices, and procedures as
well as possible new hardware and software data protection tech-
nologies.

The rest of this report examines the basic principles of data protec-
tion in light of these changing business requirements and in light of
existing and emerging data protection technologies. The key take-
aways that should be kept in mind when reading the rest of this re-
port are:

1. Determine where over-investment and under-investment in
data protection technology is taking place, so that your IT
organization can direct future investments to shore up the
weak spots.

2. Determine what the effects of changing business require-
ments and technology advances on your enterprise’s data
protection investment are.

3. Gain a sense of how the major categories of data protection
technologies interact, so that you can determine the proper
mix and deliver the proper level of service.
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